MpunoxeHue 7
K «PernameHTy OKasaHuA ycnyr Ha CbVIHaHCOBbIX PbIHKaXx
KB «9HEPTOTPAHCEAHK» (AO)»

Mopspok ncnonbsoBaHusa cuctembl QUIK
1.  OCHOBHbIE TEPMUWHbI 1 ONMPEOENEHNA

1.1. B Hactosiwem Mopsigke UCnonb3ytoTcst Cnegyowmne OCHOBHbIE TEPMUHBI U ONpeaeneHus:

Mwma MNonb3oBartensa (JlormH) — OykBeHHO-UMdpoOBasi kKOMOMHauWsA, Heobxogumasi Ans uaeHTUduKaummn
knueHTta npu Bxoge B Cuctemy QUIK.

KoHdwmpaeHunansHaa uHdopMauusa — nobble CBeaeHUsi, KOTopbiMU oOMeHMBatoTcs BaHk v KnneHT B
npoLecce B3aMMoZelcTBMsS B pamkax [oroBopa M gaHHoro [Mopsaka, a Takke cBedeHusl, codepkaline
nepcoHarnbHble AaHHble o KnueHTte, cBeaeHusi o ero Bpokepckom cyeTe.

HecaHKUMOHMPOBaAHHbLIA [OCTYN — [AOCTyn TpeTbUX Mul, HEe WMEKLWMX Ha TO MOMHOMOYUN, K
nHpopmaumoHHo-Toproeon cucteme QUIK, KoHdumaeHumanbHOM wHOpMauMM u Opyrum CBEeLAEHUsAM,
KOoTOpbiMM 0OMeHmBatoTca baHk n KnveHT ansa uenen ncnonHeHnst gaHHoro Nopsagka.

Maponb noaknioyeHns k cucteme QUIK (Maponb) — yHukanbHas OykBeHHO-UMdpoBas KOMOMHauwMs,
HeobxoamMMmas Ans caHKuMoHupoBaHus Bxoda B cuctemy QUIK. Maponb Ana nogknioveHus k cucteme QUIK
ABnseTcsa KoHuaeHUMansHON nHopMaumen n AormKeH coxpaHaTeca baHkom n KnueHtom B TariHe.

Mopsapok — HacTosAwmi MNopsaok ncnonb3oBaHus cucteMbl QUIK.

MpunoxeHne Ansa MobuNbHLIX YCTPOMCTB — Bepcusa paboyero mecta nonb3oatensa cuctemol QUIK ans
MOOUMbHBIX ycTpocTB —iPhone unu iPad nnu yctpoiicTB nog ynpaesneHmMeM onepauuoHHon cucteMbl Android
nT.m.

Myonuynbin knmov pgoctyna (MKO) — obwepoctynHaa yHuKanbHas MNoCrefoBaTeNnbHOCTb CUMMBOIIOB,
cooTBeTCTBYOWAsa NybnuyHoOMy Kroyy AOCTyna, npefHasHadeHHas Ans NOATBEPKAEHNS C MCMONb30BaHNEM
cpencte paboyero mecta QUIK unn npoxoxgeHna Knuentom (Bnagenbuem knoden goctyna) npouegypbl
ayTeHTMdmkauun. MNMybnnyHoMy knio4vy JOCTyna OOHO3HAYHO COOTBETCTBYET MapHbi eMy CeKpeTHbIN KIo4
gocryna.

PernameHT — PernameHT okasaHust ycnyr Ha dmHaHcoBbIX pbiHkax Kb «QHEPITOTPAHCBAHK» (AO)

Cuctema QUIK — nporpammHbin komnnekc QUIK MultiPurpose Bepcumn «bpokep», npeactaBnsawowmi codon
COBOKYMHOCTb MPOrpaMMHOro obecrneyeHus, a Takke BbIYUCIUTENbHLIX CPeAcTB M 0a3  [aHHbIX,
paspaboTtynkoM ¥ npaBoobnagaTeneM  KOToOporo sBnsieTcd  3akpbiToe  akuMOHepHoe  ObLLecTBO
«ARQATechnologies», n npegHasHadeHHbIN, B TOM 4ucne, Ans nepefavv mHdopmMaumMm O MNopyyvyeHusx,
cOenkax, TeKylWMx ocTaTkax LEeHHbIX Oymar, AeHeXHbIX CpeacTB/gparoueHHbIX MEeTannoB U nepegayvv
3NEKTPOHHbBIX JOKYMEHTOB.

CekpeTHbIl koY goctyna (CKL) — yHuKkaneHasi nocnegoBaTenbHOCTb CUMBOOB, M3BECTHasA Bnagenbuy K
W nNpegHasHayeHHas Ons ayTeHTudukaumm (gokasaTenbcTea nognuHHoctu) Knuenta (Bnagensua KO) u ero
TepmuHana QUIK . CekpeTHOMY Krtovy AOCTyna O4HO3HA4YHO COOTBETCTBYET NapHbIA eMy MyGnUYHBIN Koy
goctyna.

®PUHaHCOBLIN WHCTPYMEHT - npeaMeT CcOernok noKynku/npoaaxu, 3aknwoyaemblx B TC, KOTOpbIv
onpeensieTcs COBOKYNHOCTbLIO CTaHAAPTHbLIX YCIOBUA, NpeaycMoTpeHHbIX [Npasunavm TC.

OnNeKTPOHHbLIN JOKYMEHT - JOKYMEHT, B KOTOPOM WMHGOPMAaLMS MpefcTaBrieHa B 3MEKTPOHHO-LMEPOBOM
dopme, cogepxalun Bce obsa3aTenbHble PEKBM3UTDI, MpefyCcMOoTpeHHble PernamenTom gnst CoobLueHui.
PocketQUIK - mobunbHoe npunoxeHue (pabodee MecTo), NpeaocTaBnsatoLlee AOCTYN K TOpraMm U pbIHOYHOM
uHdopmaumm, paboTtarollee Ha pas3nuyHbix nnatgopmax (Android, iOS). B 3aBucMmocTu oT onepauuoHHON
CUCTEMbI U YCTPOWCTBA MCMOMb30BaHWS CYLLECTBYHOT pa3nuyHblie Mogndukaunm, Hanpumep iQUIK, iQUIK X,
QUIK Android X unun QUIK Android.

RSA— 1tun kpuntorpachn4eckon cucTeMbl C OTKPLITLIM KrtodoMm (public keycryptosystem).

1.2. TepMuHbl, He onpefeneHHble Bbllle B HacTodAweM pasgene, WCNomnb3ylTCsa B 3HAYEHUsX,
YCTaHOBIEHHbIX 3aKkoHoAaTenbcTBOM Poccuiickon Pegepauum n PernameHTom.

2. OBLWMUE NONOXEHUA

2.1. Hactoswun Mopsagok pernameHTupyet oTtHoweHus KnueHta u bBaHka no okasaHuo BaHkom ycnyr no
npegocTtaBneHnto KnmeHTy TexHW4Yeckoro AOCTyna K nporpammHoMy obecnedeHutio cucteme QUIK (B Tom

1



yucne, ¢ ncnonob3osaHnem NpunoxeHnn aAng MobUnNbHbIX YCTPONCTB), NO3BOMSIOLLEN B peXUME peansHOro
BpeMeHn HabniogaTtb 3a xopom ToproB Ha [MAO MockoBckas 6upxa, nonyyatbe MHGPOPMAaLMIO O TEKyLLUUX
KOTMPOBKax u nepefasatb baHKy nopyyeHus Ha coBepLUueHne CAENOK C (PMHAHCOBBLIMU MHCTPYMEHTaMU.

2.2. WcknounTenbHble MpaBa Ha nporpaMmHoe obecnedeHne, Bxogsuwiee B cocTtaB cuctembl QUIK wu
MpunoxeHui ons MobunbHbLIX YCTPOWCTB, Aanee COBMECTHO nMmeHyemoe cuctema QUIK, npuHagnexat 3A0
«APKA TekHonompxkma». Cuctema QUIK wucnonb3yetcs baHkom u  npepoctaenserca  KnueHtam B
COOTBETCTBUU C JOTOBOPOM, 3akntoveHHbIM mexay bankom n 3A0 «APKA TekHonomxuma».

3. NOPAAOK UCMONHEHUA COENOK B CUCTEME QUIK

3.1. OkasaHusa ycnyr KnuneHTy ocyuiectnsietca baHKOM B COOTBETCTBUWM C YCMOBUSIMMW, YCTaHOBIEHHbIMU
PernameHTom, ¢ yyeTom 0oCcOGEHHOCTEN, NPeayCMOTPEHHbIMU HacTosLWwuMm Nopsakom.

3.2. MNMony4yeHne KnuneHtom oT baHka WHMOpMaLUM O CTOMMOCTU (PMHAHCOBLIX WMHCTPYMEHTOB, 3asiBKax
KnueHta Ha nmokynky un npogaxy WHaHCOBbLIX MHCTPYMEHTOB, caefikax ¢ (OMHaAHCOBbLIMW WUHCTPYMEHTaMMu,
CoBepLUeHHbIMY Mo 3asBkaM KnveHTa n onpeaeneHne octaTkoB AEHEeXHbIX CPpeacTB, AOCTYNHbIX KnueHTy Ans
3aKMyeHnsa  caernok, MpouM3BOAUTCS B pexume peanbHoro BpemeHu. Bce pencteua  (nopyyeHus),
coBeplweHHble baHkom n KnueHtom ¢ umcnonb3oBaHuem cuctembl QUIK, aBTOMatuyeckun OUKCUMpPYHOTCA B
peectpe caenok NAO MockoBsckasa Gupxa.

3.3. Cuctema QUIK sABnsieTCss OCHOBHbIM CMocOboM OoB6MeHa uHdopMauun ANnd HanpaeneHus U MPUHATUSA
NopyyYeHWIn Ha CoBEepLLEHME TOProBbix onepauun. B cnyyae ecnu no kakum-nnbo npunynHam cuctema QUIK He
dyHKUMOHMpPYeT, KnneHT gomkeH  ucnonb3oBaTb  pe3epBHbIM  CNocob®  mepedayn  NOpyyYeHun,
npeaycMoOTpeHHbIN PernameHTom.

3.4. baHk u KnueHT npusHaioT ucnonb3yemble cuctemon QUIK npouenypbl naeHtudpukaumm KnueHta Ha
OCHOBE:

- NCMonb3yeMbIX CpeacTB Kpuntorpadumyeckon 3awmTtbl nHdopmaumun RSA, Vimenun Monb3oBatens (NOrvH) un
napons nogkntoyeHna K cucteme QUIK;

- Wmenn lMonb3oBatens (norvHa), napons nogknoyeHms kK cucteme QUIK u ogHopasoBoro napons,
Nony4eHHOro cMc coobLeHnem, npu ncnonb3oBaHmm cuctemol N0 PocketQUIK;

AOCTaTOMHBIMKU ANS 3alnThbl OT HECaAHKLMOHMPOBAHHOIO AO0CTYrMa, a Takke And nogTBepXOeHWUs aBTopcTBa
Nopy4YEeHUN.

3.5. MNepepaBaemble KnneHtom BaHky nopyyeHusa B cucteme QUIK ¢ yCTaHOBMEHHbLIM CEKPETHBIM KINHYOM,
NPU3HaKTCA UMEIOLLMMN PaBHYIO IOPUANYECKYIO CUNY C NPaBuUiibHO OOpMMeHHbIMU NopyyYyeHnamn KnveHTa
Ha OymakHOM HocuTerne, NoanucaHHbIMU KnneHTom nnm ero ynormiHOMOYEHHbIMUY NINLaMU.

3.6. lMpwn Bo3HMKHOBEHUN cboeB B paboTe cuctembl QUIK KnueHTa BO Bpems TOProB Bce paHee nepefaHHble
nocpencteom cuctembl QUIK nopyyenus octatotcs B cucteme QUIK, KnueHT 06sa3aH cBasatbecsa ¢ baHkoMm
caMbIM ObICTPbIM CNOCOOOM ANsi COBMECTHOIO MPUHSATUSA PELUEHUS O HEUCTONMHEHHBIX MOPYYEHUSIX B CUCTEME
QUIK KnineHra.

3.7. Onepaumn unu unHble JencTBUs, coBeplUeHHble KnueHTom, BaHkom no nopyyeHuto KnueHta, a Takke
cAaenku 3aknoveHHble mexay KnveHtom n baHkom B cucteme QUIK, He MoryT 6biTb OCMOPEHbI TOMNBKO HA TOM
OCHOBaHWW, YTO OHW COBEPLUEHbI B 3NIEKTPOHHOM BUAE M HE NOATBEPXAATCH AOKYMEHTaMMU.

3.8. KnueHT npu3HaeT, 4YTO BCe 3reKTPOHHblE MOpYyYeHWUs, nepedaHHble nocpeactsoM cuctembl QUIK
KnueHTta, npuHuMatoTcs baHKoM K MCNOMNHEHUIo, U KNMeHT He MOXeT OTKa3aTbCs OT CAENOK, COBEPLUEHHbIX MO
3TUM NOPYYEHUAM.

3.9. KnueHT npuaHaeT, 4to B crnyyae nony4veHusi baHkom coobuieHuns KnneHta o6 oTMeHe UM 31eKTPOHHOro
nopyyeHusi, nepegaHHoro nocpeacteom cuctembl QUIK (B Tom umcne no npudnHe cbos B paboTe cuctemsl
QUIK unu no npuunHe komnpomeTtauum CKL unu sms-naponsi) nocrne Hadyana ero UCnosiHeHust baHkom,
YKa3aHHoOe nopy4yeHue He MoxeT ObITb OTMEHEHO U noanexmt NCNoJIHeHUH.

3.10 KnueHT yBegomneH o ToMm, 4YTO baHk Ana npegocTtaBneHust ycnyr no Mcnonb3oBaHuio cuctembl QUIK
none3yetca ycrnyramm 3A0 «APKA TekHONnoakuay.

4. TNPABA W OBA3AHHOCTU

4.1. KnueHT nmeet npaBo:

4.1.1. dopmupoBaTtb 1 nepepaBatb baHky nocpeactsoM cucteMbl QUIK anekTpoHHbIe AOKYMEHTbI Ha
coBepLUeHre CAenoK ¢ (PMHAHCOBLIMU NHCTPYMEHTaMU.

4.1.2. MonyyaTb wuHopMaumio 00 WCMNOMHEHMM SNEKTPOHHBIX [OOKYMEHTOB, MepenaHHbix baHky
nocpeacteom cuctemsl QUIK.
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4.1.3. OT3bIBaTb 3NEKTPOHHbIE OKYMEHTHI, NepefaHHble B baHk nocpeactesom cuctemsl QUIK.
4.1.4. Mony4yatb nHdopMaumto 06 octatkax Ha bpokepckom cueTe KnmeHTa.

4.1.5. HanpaBnate baHky npocb®y no TenedoHy O MpUOCTAaHOBKE WCMONHEHUS SMNEKTPOHHbIX
aokymeHTtoB B cucteme QUIK, ecnu y baHka mmeetca TexHomnorvyeckass BO3MOXHOCTb MNPUOCTAHOBUTH
nony4yeHHble NOpyvYeHUs B TeYEHNE BPEMEHU, KOTOpoe ABnseTca paboumm ansa baHka.

4.1.6. MonyyaTb KoHcynbTauun cneuunanuctoB baHka no Bonpocam ucnonb3oBaHusa cuctembl QUIK,
YCTaHOBKM N HACTPOWKU NpOrpaMMHOro obecneyeHus.

4.2. KnuneHT 06sA3yeTCA:

42.1. CobniogaTb ycTaHOBMEHHbIE TPeOOBaHUA K KOMMNBIOTEPHOMY 1 NporpammMHOMY obecneyeHuto ons
paboTbl ¢ cuctemon QUIK.

4.2.2. O3HaKoMUTBCA C TEXHWYECKOW AOKYMEHTauuen K nporpammHOMYy obecnevyeHuto OO0 Havyana ee
aKcnnyaTaumm u cobniogartb yCroBUS TEXHUYECKOro AoCcTyna.

4.2.3. Mcnonb3oBatb cuctemy QUIK Tombko MO NPSIMOMY HasHa4YeHUo M TOMbKO ANS OCYLeCTBreHNs
onepauun no JoroBopy B npegenax TIMMUTOB AEHEXHbIX CPEACTB U LIeHHbIX Oymar Ha ero bpokepckom cyeTte.
4.2.4, Obecneuntb 6e3onacHoe xpaHeHve VimeHu MNonb3oBaTtens (NOrvH) u napons AN NOAKIYeHUs
K cucteme QUIK.

4.2.5. He nepepaBatb TpetbuMm nuuam CKI n obecneuntb HagexHoe xpaHeHue CKI cnocobowm,

WCKIMIOYaloLWUM HECaHKLMOHMPOBAHHbIN AOCTYN K Hemy. PekomeHgaumm no obecneyeHnio 6e3onacHoOCTu
uHdopmaumm npu akcnnyataumm CKI pasmMelleHbl Ha canTe opraHusaTopa CUCTEMbl 3MEKTPOHHOrOo
AokymeHToobopoTa NMNAO MockoBckas bupxa.

4.2.6. He packpbiBaTb nony4eHHbIn 0T baHka sms-naposb.

4.2.7. HemegneHHo wHdopmupoBate baHk 06 o06cToATEnbCTBax, KOTOpble OenatT BO3MOXHbLIM
co3daHue 1 nepepavy SMeKTPOHHbIX AOKYMeHTOB nocpeactsoM cucteMbl QUIK oT umenn KnveHta nuuamu,
He UMEILLMMMN COOTBETCTBYOLLMX NOSTHOMOUUIA.

4.2.8. MpepocTtaButb baHky cBegeHus o coTpyaHuke KnneHTa, ynonHOMOYEHHOro pabotatb OT MMEHU
KnuenTta B cucteme QUIK, B ToM uncne npeacraenatbe UHTepeckl KnneHTta B kayecTtse Briagensua CKI.

4.2.9. BBoanTb nomny4yeHHbIn oT BaHka ogHOpa3o0BLIM SMS-Naposb, Heobxoaumbli ans goctyna k MO
QUIK.

4.3. baHK umeeT npaBo:

43.1. B oagHocTOpOHHEM nopsiike BHOCUTb U3MEHEeHUs B HacTodwwmin [lopagok, npeaBapuTensHO
yBegomus KnueHta 3a 10 (aecsaTb) kaneHaapHbIX QHEN.

4.3.2. BpemeHHO npuoctaHaBnueatb gocTtyn KnneHTa k cucteme QUIK B criyyae:

4.3.2.1. HapyweHusa KnueHtom ycnosun PernameHTta u/vnu MNopsagka;

4.3.2.2. BO3HUKHOBEHUS TexXHMYeckux cOOeB B MPOrpaMMHO-TEXHUYECKMX cpedcTBax baHka wunu cucteme
QUIK - Ha BpeMsi yCTpaHEHUS yKa3aHHbIX TEXHUYECKUX COOEB;

4.3.2.3. BbIIBNEHUSA  MPU3HAKOB  HapylleHus  ©6e30macHOCTM UMM MOJO3PEHWsT  Ha  BO3MOXHbIN
HecaHKUMOHUpOBaHHbIN JocTyn Kk cucteMe QUIK oT nmeHn KnueHta npuocTaHOBUTL MpUEM, peructpauumio m
UCNOSTHEeHNe 3NEeKTPOHHbIX NopyveHun nocpeactsom cuctemol QUIK;

4.3.2.4. npoBeaeHus BaHkom MepOonpuUsaTUN, HeobxoauMMbIX  Ans UCKMNIOYEHNS BO3MOXHOCTU
HecaHKUMOHMpOBaHHOro goctyna k cucteme QUIK TpeTbux nuu;

4.3.2.5. npoBegeHnss baHKOM OKCTPEHHbIX TEXHUYECKUX MEPOMPUATUI, CBA3aHHLIX C OOCnyXuBaHWEM
o6opyaoBaHus, nporpaMmMHoro obecnevyeHus n gpyrumm pabotamu ¢ NporpaMMHoO-annapaTHbIM KOMMIEKCOM,
obecneunBatowmum paboTy cuctembl QUIK;

4.3.2.6. BO3HUKHOBEHUSI MOTUBMPOBAHHLIX MpeTeH3un KnueHTa Kk oT4yeTy bBaHka no CoBepLUEHHbIM C
ucnonb3oBaHneM cuctembl QUIK caenkam Ha nepuoa COBMECTHOIO BbISICHEHUS W YCTPAHEHUS MNPUYUH
npeTeH3uni;

4.3.2.7. HapyLweHna CpOoKOB onfatbl B COOTBETCTBUM C ,D,OFOBOpOM 00 MNONMHOW onnaTtbl, UMeloLenca Yy
KnneHTa 3ag0/mKeHHOCTH.

4.4. BaHk obsA3yeTcs:

4.4.1. MpepoctaBute KnueHty auctpubytme c nporpammonn QUIK ¥ nporpammon reHepauuun
CeKpeTHbIX Knoyen KeyGen (nytem pasmeLlleHus Ha ouymnansHoOMm cavTte BaHka
http://www.energotransbank.com).

4.4.2. B ToM cTeneHn, B Kakom 9TO 3aBUcUT OT baHka, goctoBepHO M B MNOMHOM ob6beme
npenoctaBnaTb KnueHty ¢ nomoubto cnuctemsl QUIK cneaytollyo nHdopmMamio:
4.4.2.1. MHpopMaumo 0 napameTpax 3asaBok KnmeHTa, nogaHHbIX B BUAE 3NEKTPOHHBIX JOKYMEHTOB;
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4.4.2.2. WMHpopMaLMo O caenkax, CoBepLUEHHbIX NO 3asBkaM KnneHTa;

4.4.2.3. nMHpopmaumo 006 ocTaTkax Ha TOProBbIx pasgenax bpokepckoro cueta KnueHra.

4.4.3. HemegneHHo npuoctaHaBnueatb paboty cuctembl QUIK npu nonyyeHun cooblueHus
KnneHTta o komnpomeTtaunn CKL.

44,4, MpeanpuvHumMaTb BCe BO3MOXHble Mepbl Ansd obecnedeHus 3awuTbl cucteMbl QUIK ot

HEeCaHKLUMOHUPOBAHHOIO A0CTYyna TpeTbuX NuL K MHAopMaLmmn, UMEIoLLEn OTHOLEHNE K B3aVMOOTHOLLEHMAM
BaHnka n KnueHta no HacToswemy Nopsagky.

4.4.5. Coobwmntb KnueHty o dakte npuocTtaHoBneHus goctyna k cucteme QUIK He nosgHee 2
(OByx) aHen no TenedoHy, dakcy nnm aNnekKTPoOHHON noyTe, ykazaHHon B AHkeTe KnvmeHTa.

5. TEHEPALMUSA RSA KINIOYENA, DEACTBUA BAHKA U KITMEHTA NPU KOMMPOMETALIUX
CEKPETHOI'O KITIOYA

5.1. KnneHT c€aMoCTOATENbHO MPOBOAUT TEHepauuio CekpeTHOro U nybnuyHoro Kmw4yen [ocTyna,
npegHasHadeHHblx Ansa asTopusaunn Knnenta cepsepom QUIK. MNocne reHepauun knoden KnneHT nepegaet
ny6nuuHbii kntod B bank no Akty npuema-nepegauu (Mpunoxenne 1 k «lMopsgky MCnonbL3oBaHMSA CUCTEMBI
QUIK», aensaowumcs MNpunoxeHuem 7 k PernamenTy). [Nocne nonyvenns nybnuuHoro kniova Knnenta BaHk
NPOBOAMUT ero perncrpaumto Ha cepsepe B cucteme QUIK.

5.2. ns obmeHa coobweHnamm ¢ baHkom nocpeacTBOM MPUNOXEHUN ANS MOBUNbHLIX YCTPOMCTB KnmeHT
ucnonb3yeT KMYn JOCTyna, CreHepupoBaHHbIE U 3aperncTpupoBaHHble B baHke B nopsgke, ycTaHOBNEHHOM
nyHkTom 5.1. HacToswero NMopsaka.

5.3. Cpok delicmeusi_knro4eli docmyna, npedHa3Ha4YeHHbIX Onsi_aemopu3auuu Knuenma cepeepom
QUIK, cocmaensiem 3 (Tpu) 200a u yka3bieaemcsi 8 Akme npuema-nepedayqu nybauyHbix karoded. Mo
ucmeyeHuu cpoka delicmeusi knro4vel Knuevma, ykazaHHo20 8 Akme npuema-nepedayu ny6auvyHbIX
kmoveli, Knuenm 3aHoeo camocmosimesibHO rnpoeodum delicmeusi coanacHo n.5.1. (2eHepayuro
cekpemHoz20 u nybnu4yHo20 Kirodeli docmyna ¢ nodnucaHuemM Ho8020 Akma npuema-rnepedayu).

5.4. CereTHbIe KIMHO4YN XpaHATCA Y KnneHTa cnocobom, UCKIHoYaoLWmM nx KomMnpomeTauuto.

5.5. Nog komnpomeTaumen cekpeTHbiX knoven baHk v KnneHT nogpasymeBaloT cobbiTMe, CBA3aHHOE C
yTpaTow JoBepusA K TOMY, 4YTO MCronb3yemble Knioun obecneunsaloT BO3MOXHOCTb YCTaHOBIEHMS aBTOPCTBa
N HEM3MEHHOCTU codepxaHus nopydeHuns Knnenta. K Takum cobblTsIM OTHOCSITCA B TOM Yucne:

55.1. yTpaTa HoCUTensi CEeKPETHbIX KIoYen ¢ nocneayowmum obHapyxeHnem;
5.5.2. yTpaTta HOCUTENS CeKPEeTHbIX KIoYen;
5.5.3. WHble COObITUSA, B pe3ynbTate KOTOPbIX UCMONb3yeMble CEeKPETHbIE KMoYn MOryT 6biTb U3BECTHBI

UNyM JOCTYMHbI TpeTbMM nuuam. B Tom uvcne koMmnpomeTtaumen cuyutaeTcs nepefadva danna CekpeTHOro
KMo4a Unv ero Napons no He3alwmLeHHbIM KaHanam CBsI3W.

5.6. MNpn koMnpomeTauun cekpeTHbIX kKntodern KnueHT HemeaneHHo no tenedoHy unum nuyHo coobiaet o6
atom B baHk, a Takke nepepaer B baHK NMCbMeEHHOe yBeAOMIIEHWE O CIy4MBLUEMCH W 3a8BKy Ha
nepereHepauuio kroven. baHk dukcupyeT dakT KOMIpoMeTaLmMmn CEeKPETHbIX KIYen U BpeMEHHO GrokupyeT
paboTty KnueHTa B cucteme QUIK.

5.7. N\gpeHTudpmkauma KnneHTa cornacHo YCNoBWMI HACTOSALWEro MyHKTa Mpu obpalieHnn Mo TenedoHy
nNpon3BoaUTCA YNONTHOMOYEHHbIM cOTpyaAHNKOM BaHka no npasunam n. 11.9. PernameHTa.

5.8. baHK He HeceT OTBETCTBEHHOCTM 3a nobble y6bITKM, noHeceHHble KnneHTom, I'Ipl/l‘-ll/lHOVI KOTOPbIX
ABNAETCA UCNOJIb30BaAHMNE TPETbUMU NNLLAMN CEKPETHOIo Krto4a M napons KnueHta. KnueHt noarTBepXpnaert,
YTO BCe 3asiBKM, MNoAdaHHble C ucnonb3oBaHnem cuctembl QUIK go nony4yeHuna BaHKkOM MNUCbMEHHOrO
yBe4OMITEHUA KnneHrta o KOMMNpomMeTauun Knoya ninn napond, cCHMTarTcAa nogaHHbIMUA OT UMEHU KnneHTa, a
BCe COEJIKK, CoBepLUeHHble Ha OCHOBaHUN TakKnUX 3aABOK, - COBEPLUEHHbIMK MO NMNOpy4eHnto KnueHra.

5.9. KOMI'IpOMeTaLl,I/Iﬂ CEeKpPEeTHbIX Kntoyen Bnevyet HeobxoamMMoCTb UX nepereHepauunn.

5.10. lMNepereHepaumsa CeKpeTHbIX KMYern MOXET Npou3BoauTbCcs MO uMHUumaTtmBe baHka, korga baHk
COYTET 3TO HEOOX0AUMbIM.
5.11. Ecnu 3ameHa cekpeTHbIX Krtoyen Npou3BoaMTCs MO MHWUMaTuBe badka, nocrnegHwui o6s3aH

npouHcgopmupoBate 06 aTom KnneHTa no anekTpoHHoW noudte 3a 3 (Tpu) gHA A0 npeanonaraeMon farhbl
3ameHbl. C ykazaHHoW BaHkOM fgaThl NpeXHue cekpeTHble ktoun KnveHTa cuntaroTca HefencTBUTENbHBIMMU.

5.12. O6cnyxneaHue KnueHta B cucteme QUIK npekpallaeTcs aBTOMaTUYECKN B Criyyae:

5.12.1. OKOHYaHUSA cpoKa OeWCTBUA KrYen AocTyna, npegHasHayvyeHHblX Ans astopusaummn KnuneHTta
cepepom QUIK (nyHkT 5.3.);

5.12.2. C MOMeHTa pacTtopxeHus [Jorosopa.
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6. MPEOOCTABJIEHUE OOCTYNA B QUIK C UCNONIb3OBAHMEM TOJIbKO JIOTMHA U NMAPONA

6.1 lMNMpepoctasneHne goctyna B QUIK ¢ ucnonb3oBaHmem JlornHa v Naponsa ocylecTBnsieTcs TONbKO npu
pabote ¢ NO PocketQUIK ¢ Bepcuamm iQUIK X n QUIK Android X. Ooctyn B O npegocraBnsieTcs c
ncnonb3oBaHUeM ABYX(aKTOPHOM naeHTUgmKaLmm (0AHOPa3oBbIX Naporien, Nony4eHHbIX NO CMC).

6.2 MNpu BbIbope paHHOM moaudmkauum MO PocketQUIK npu nognucaHun 3asiBneHns o npucoeauHeHumn
(MpunoxeHua 1a, 16, 1uuc k PernameHTty) BaHk reHepupyeT JlornH n MNaponb anga nepsoro Bxoaa Knuexra,
KoTopble nepepatotcs KnmeHty no AkTy npuema-nepenauv JlormHa n lNaponsa gna goctyna k 0 QUIK
(MpunoxeHue Ne 2 k «lMopsaky ucnonb3oBaHusa cuctembl QUIK»). Cpok roToBHOCTU K nepepade JlormHa u
Mapona KnueHty — 1 paboumii geHb C MOMeEHTa OTKpbiTUA 6Gpokepckoro cyeta KnueHty wunu nogaym
3aaBneHns B baHka o nogknoyeHun faHHow ycnyru. lMaponb ANs nepBoro Bxoda akTMBEH C MOMEHTa
rOTOBHOCTM K mognucaHuio AkTa npvema-nepeayu JlormHa v MNaponsa B TeyeHun 3-x paboyumx gHen wnu go
cmeHbl KnvueHTom Maponsi Ha HOBbIM Npu nepBoMm Bxoge. B TedeHun 3-x paboumx gHewm nocre nonyyvyeHus
AkTta npuema-nepegaudn JlormHa u lNMapona KnueHT o06s3aH nognvcaTb AKT UMW MO UCTEYEHMM 3TO CpokKa
yKka3aHHbI B AkTe JlorvH 1 Maponb 6yayT 3abnokMpoBaHbi.

6.3 lNpwn nepBoHavansHom goctyne Knuenta k MO ¢ ncnonb3oBaHuem JlorvHa u MNMapons, BelgaHHOro baHkom,
KnueHt 0653aH He3ameanutenbHO M3MeHuTb [laponb Ha HOBbIW, ucnonb3dys uHTepdenc MO. B uensax
HeJoMnyLeHNsT KomnpomeTauum ucnonb3dyemoro [laponsa wm coxpaHeHust koHduaeHumanbHocTn, KnveHT
0653yeTca n3MeHATb ncnonb3dyemoln Ansa goctyna k MO MNaponb He pexe ogHOro pasa B Mecsl,.

6.4 Mpu nogkntoveHnn Knuenta k MO ¢ ncnons3oBaHuem JlornHa u MNapons, baxk Hanpaenset KnveHTy Ha
aKkTyanbHbIn HOMep MObunbHOro TenedoHa (u3 AHkeTbl KnmeHTa) ogHOpasoBbIn Sms-naponb, HeobxoanmbIn
anst goctyna Knuenta k MO (gByxdakropHas ayteHTudumkauns QUIK). KnueHT o6s13aH BBECTM SmMs-Naponb,
nonyyeHHbIn ot baHka, B cneunaneHoe none MO. B cnyyae, ecnu KnueHT He BBEN Uy BBEN HEBEPHbIA SMS-
napornb, ero goctyn K MO MoxeT ObITb orpaHndeH baHkom.

7. OTBETCTBEHHOCTb

7.1 BaHk n KnueHT HecyT OTBETCTBEHHOCTb 3a pasrnalleHne KoHduaeHunansHon nHpopmMaLlmm, CBA3aHHON
C UX B3aMMOOTHOLUEHMSIMW B pamKax HacToswero [lopsaka, ecnvM 3Ta MHGopmauuss He SBRsSieTCs
06LLEeOCTYNHOW MW HE NOANEXUT PaCKPbITUIO B COOTBETCTBUM C 3aKOHOAATENLCTBOM PO.

7.2 BaHK He HeceT OTBETCTBEHHOCTU 3a HEUCMONHEHVE UMK HeHaasiexallee UCMofHeHne o6A3aTensCTB no
HacTosiweMy [opsaky, a Takke 3a kakoi-nubo yuwlep6 (Bkntoyasi Bce, 63 WUCKMOYEeHWs, criydan notepu
KnveHTom npubbinei, npepbiBaHUs AeNIOBON akTUBHOCTU, NOTEPU MHAOPMaLWK, UHbIEe NOTEepU), CBSA3AHHbIN C
MCMONMb30BaHMEM UMM HEBO3MOXHOCTbIO  McMofb3oBaHus cucteMbl QUIK  KnneHToMm, HapylueHus
HOpMarbHOTrO  (PYHKLMOHUPOBAHUA MPOrpaMMHO-TEXHUYECKUX CPeAcTB cuctembl QUIK no npuynHam:
HeucnpaBHoOCTEW U OTkasoB obopydoBaHusi; cb6oeB M oOWMOOK NporpaMMHoro obecnevyeHusi; cboes,
HeucnpaBHOCTEW, U OTKA30B CUCTEM CBSA3M, IHEPrOCHABXEHUSs!, MHbIX CUCTEM XU3HeobecneyeHusi, AenNcTBUsA
n/unu 6e3nencTBna TPETbUX NULL; HernonyyeHuss sms-naponst KnveHTtom.

7.3 KnueHT HeceT OTBETCTBEHHOCTL 3a BCE AEWCTBUS, CBA3aHHbIe Kak ¢ paboTton B cucteme QUIK, Tak u ¢
akcnnyataunen cuctemol QUIK.

7.4 BaHk He HeceT OTBETCTBEHHOCTM 3a YObITKM, MOHECEHHble KnneHToM n3-3a HeCaHKUMOHWPOBAHHOIO
ucnonb3oBaHusa [Mapons, CekpeTHoro kntova goctyna KnueHta wn/vnn sms-naponsi HeYynoriHOMOYEHHbIMU
niuamm, B TOM 4ncne 3a yobiTKMA, BO3HUKLLIME B pe3yrbTaTe UCMONHEHUS BaHKOM 3NeKTPOHHbIX AOKYMEHTOB,
nony4yeHHblx nocpeactsom MO.

7.5 BaHK He HeceT OTBETCTBEHHOCTb 3a y6bITKI/I, NMOHECEHHbIEe KJ'II/IeHTOM, BCneacteBue HapyuweHua um
TpeboBaHun HacTosLero Nopsaka.

7.6 Mpun HeBbinonHeHun KnneHToM o06a3atenbcTB HacTosuwero [lopsgka, a Takke o06s3aTenbCTB MO
pasmepam u cpokam onnaTel ycnyr baHka, BaHk nmeeT npaBo 3abnokupoBaTtb paboTy KnueHTta B cucteme
QUIK un pactoprHyTe [orosop, npu a1om 6nokuposaHue baHkom pabotbl KnueHta B cucteme QUIK He
ocsoboxpaeTt KnueHTa oT ncnonHeHns ceomx obssatenscts no [lorosopy nepen baHkowm.

7.7 Bblbupas, B 3asBneHMM O npucoeauHeHun crnocod obmeHa wmHdbopmaumm no cucteme QUIK KnuneHT
OCO3HaeT, 4TO ucnomnb3oBaHue cuctemMbl QUK ans nepefayn  SnekTPOHHbIX  MopydeHun  Tpebyet
OnpeferneHHbIX HaBbIKOB PaboTbl HA KOMMbIOTEPE U 3HAHWE AOKyMeHTauum no paboTe ¢ cuctemon QUIK.
BaHKk He HeceT OTBETCTBEHHOCTU 3a OLWNOKM B NepefaHHbIX ANEKTPOHHLIX NopyyeHusx KnueHTa, Bo3HMKLLINE
no NpUYNHE HEYMEHUS NOSb30BaTbCA KOMMNLIOTEPOM UMM HEAOCTATOYHOrO onbiTa paboTskl ¢ cuctemon QUIK.

8. ®OPC-MAXOP
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8.1 BaHk »n KnuneHT ocBoGOXOalTCA OT OTBETCTBEHHOCTM 33 YaCTUYHOE MMM MOSTHOE HEeWUCMOSIHEHUE
NpeaycMOTPEHHbIX HacTosiwmM Mopsigkom 06si3aTensCcTB, el Takoe HEeUCNOoNTHEHUe SIBUMOCh CreACcTBMEM
BO3AENCTBUS OGCTOATENLCTB HEMpPeoaosMMOn  cunbl  ((POPC-MaXKop), BO3HMKILMX MOCME  3aKMHYeHUs
Horosopa u Bblbopa cuctembl QUIK ana obmeHa uHgoOpMauuen, HacTynsieHne KoTopbix CTOpoHa, He
MCMOMHMBLUAA yKa3zaHHOe 00653aTenbCTBO, He Morfa Hu npeasuaeTb, HW NpeaoTBpPaTUTb AOCTYMNHLIMU ei
Mepamu.

8.2 CTopoHa, AOns KOTOpoi BCreAcTBUE AEeWCTBUS 0BCTOATEeNbCTBa HENpPeodonyMMOoi Cuibl cosgarnach
HEBO3MOXHOCTb MCTONHEeHMs 00513aTenbcTB Mo HacTtosiwemy Mopsigky, o6sisaHa HemMeaJIeHHO W3BECTUTb
APYryto CTOpoHy 06 ux HacTynneHuu. B cnyyae HeoGocHoBaHHOrO npomeaneHust gpyras CTopoHa noHecna
yObITKM, Takne yobITKM noanexart Bo3MeLleHnto CTOPOHOW, AONYCTUBLLEN NpoMeasieHne.

8.3 HecBoeBpeMeHHOe WU3BelUeHWEe O HacTynneHnM OOCTOSTENbCTB HEMNPeodoNMMON CUMbl  JUWaeT
cooTBeTcTBYylOWYl0 CTOpPOHY npaBa ccbinaTbCd Ha HuUX B Oyayuwem. HacTynneHne o6cTosTenbCTB
HenpeoaosiMmMol cumbl OOMKHO ObiTb NoaTBepkaeHo CTOPOHOW, cchinarolwencss Ha 3T obcTosTenbCTBa B
KayecTBe OCHOBaHUSA Ansi 0CBOOOXAEHNA cebsi OT OTBETCTBEHHOCTM MO HacToswwemy Mopsaky.

8.4 B cnyyae HacTynneHuss OBCTOATENbCTB HENPeOoAdOosIMMOW CUMbl  CPOK  BbIMONHeHMs CTOpOHOW
obsAsaTensCcTB no Hactodwemy [lopsgky oToaBMraeTcss COpasMepHO BpPEMEHW, B TeYeHMe KOTOpOro
BO3ENCTBYIOT Takme 06CToATENLCTBA U NX NOCNEACTBUS.

8.5 T[pekpalleHre hopc-MaxopHbIX 06CTOATENLCTB 0065a3bIBaeT CTOPOHbLI K UCMOSNTHEHWNIO NPESYCMOTPEHHbIX
HacTosAwmM MNopsgkom o6a3aTtenscTB B NofiHOM 06beme. CTOpoHbI 0643y0TCA nNocne npovcluectsnsa dopce-
MaXXOpPHbIX OOCTOATENLCTB, NPUHATL BCE MePbl A8 NUKBUOALMM MOCNEACTBUA U YMEHbLUEHNS] MPUYUHEHHOTO
ywepba.

9. NOPAOOK PA3PELUEHMA CNOPOB

9.1 Bce cnopbl Mexay BaHkom 1 KnneHToMm, Kak cBsi3aHHble C HacToALWMM MopsiakoM MPSIMO UK KOCBEHHO,
Tak M BO3HMKAOLWME U3 NIOGLIX MHbIX OCHOBAHWIA, paspeLlaloTcsl NyTem NeperoBopoB B MPETEH3NOHHOM
pocyne6Hom nopsiake. lMopsigok paspelleHusl CrnopoB YcTaHoBneH PernameHTom. [Mpu HEBO3MOXHOCTU
[AOCTWYb corfacusi crnop nepeaaeTcs Ha paspelleHue B Cyd B Nopsiake, NpeaycMoTpeHHOM PernameHTomM.

10. NPOYME YCnoBuA

10.1 Hactosawwmin MNopagok siBNsieTca HeoTbeMNeMon YacTbio PernmameHta v OenWCTBYET OO0 pPacTOPXKEHUs
Horosopa no uHnumaTnese ogHon n3 CTOPOH.

10.2Bo Bcem oOcTanbHOM, 4YTO He yperynuposaHo B Hactosilem [lopsiike CTOPOHbI PYKOBOACTBYHOTCSH
OEVNCTBYIOLLMM 3aKkoHoA4aTeNbCTBOM PO 1 nonoxeHuamu PernameHTa.

10.3 Bce lMpunoxeHust k HacTosilemy MNopsaky ABNSIOTCA ero HeoTbeMIIEMON YacTbio.



MpunoxeHune 1

K Mpunoxenuto 7 «Mopsaky ncnonbaosaHms cuctembl QUIK»
K «PernameHTy okasaHusi ycnyr Ha (OyHaHCOBbIX PblHKaX
Kb «3HEPTOTPAHCBAHK» (AO)»

AKT
npuema - nepegaum
NyGnUNYHbLIX KNo4ven

r.KanvHuHrpag " " 20 r.

KB "OQHEPFTOTPAHCBAHK" (AO) B nuue

C OAHOMN CTOPOHBI 1

C ApYyroM CTOPOHbl COCTaBWIIM aKT O TOM, YTO CTOPOHbl OOMEHSNUCb creayrlWUMU NYyGNUYHbIMU
KpunTtorpamMyeckMmMm KnrovamMmu O HaOeXkHOW B3auMHON WOEHTUdUKALWUM CepBEpPHOM 4acTu MporpammHOro
komnnekca QUIK n knueHTCKkoOM 4acTu nonb3oBaTend, a Takke Ans 3awuTbl MHOpMaumu, nepegaBaeMon no
KaHanam cBs3u:

My6nuyHbIn kntoy KnneHTa:
Mmsa Bnagensua kntoya]
USERID=

KEYID=

TIME=

SECRET=

BITS=

KEY=

Kniou KnueHTa genictButeneH go " " 20 r.

Ny6nuynbin kntou Kb "OHEPITOTPAHCBAHK" (AO):
Wms BnagenbLa knoya)

USERID=

KEYID=

TIME=

SECRET=

BITS=

KEY=

B cnyyae yTtpaTtbl MnM pasrnalleHnsi COOTBETCTBYHOLUMX CEKPeTHbIX kntouven, nobas ns CtopoH obsizyetcs

HeMeaneHHO NpeKkpaTuTb ero ncnornb3oBaHMe U NOCTaBUTb B M3BECTHOCTb APYryto CTOPOHY B KpaTqaﬁmee Bpema C
MOMEHTa yTpaTbl UNu pasrnawieHunsa.

Kb "OQHEPFTOTPAHCBAHK" (AO) Knuent




MpunoxeHue 2

K Mpunoxenuto 7 «Mopsaky ncnonbaosaHms cuctembl QUIK»
K «PernameHTy okasaHusi ycnyr Ha (oyHaHCOBbIX PblHKax
KB «QHEPTOTPAHCBAHK» (AO)»

AKT
Noruna v Maponsa gnsa poctyna B N0 QUIK

r.KanvwHuHrpag " " 20 r.

KB "SHEPTOTPAHCBAHK" (AO) B nuue

C OAHOMN CTOPOHBI 1

C ApPYron CTOPOHbI COCTaBUIIM aKT O TOM, YTO CTOPOHbl OGMEHANUCHL CneayWUMN AaHHLIMU A5 HAOEXHOW
B3aMMHOWN naeHTudmkaumm cepBepHon Yactn nporpamMmmHoro komnnekca QUIK u knMeHTCKoM YacTu nonb3oBartens:

JloruH:

BpeMmeHHbI naponb:

Homep mo6unbHoro tenedoHa: (w3 AHkeTbl KnueHTa)

YKkasaHHbI Bblle BpeMeHHbIn naponb ana goctyna B MO QUIK KnueHT cornawaerca ucnonb3oBatbh B LENsX
obecneveHns KOHMMAEHUMANbHOCTM nepedaBaemMori MHOpMauuM M NpefoTBPaLLEeHnss HeCaHKLUMOHUPOBAHHOIO
poctyna k MO QUIK. KnueHT 065a3yeTca ncnonb3oBaTtb yKasaHHbIN Bbille BPEMEHHbIV Mapornb ANS O4HOPa30BOro
poctyna k MO QUIK. KnneHT 065a3yeTcs CMEHWUTb yKasaHHbIN Bbille BPEMEHHbI Naponb npu nepeom goctyne k MO
QUIK nocne perucTtpauuy BpeMeHHOro naponsi.

KnveHT yBegoMneH O TOM, YTO yKasaHHbIA Bbille BPEMEHHbI Mapoflb SBNSETCA CTPOro KoHduaeHumansHou
MHbopMaLmen, KOTOpon 0bnagarT UCKMUYNTENBbHO KNMeHT, nogarLwmin HacTosiLee 3asiBneHne. YKasaHHbIN Bbille
BPEMEHHbIN Naposb He AOMmKkeH ObiTb pasrnaweH KnneHtom Hu ogHomy nmuy. B cniydae, ecnn y KnneHta BO3HUKHYT
NOAO3PEHNS O TOM, YTO YKa3aHHbIN Bbille BPEMEHHbIV Naporb A0 ero MCNonb30BaHWs CTan U3BeCTeH KakoMmy-nnbo
TpeTbemy nuuy, KnneHt o6593aH HesameanuTensHO coobwuts 06 aTom BaHky nocpeacTBoM TenedOHHON CBA3W.

KnueHT n baHk cornawatotcs ¢ Tem, 4Tto npu ocyulectsneHmn goctyna k MO QUIK ¢ ucnonb3oBaHuem JlormHa m
Mapons, nwo6oe coobLieHne, NopyYyeHUe M MHOW ONEKTPOHHbIA OOKYMEHT, nogaHHbli nocpeacteom MO QUIK,
CYMTAETCS OAHO3HAYHO MCXoaswnm oT KnveHTa v noanucaHHbIM MPOCTOW 3MIEKTPOHHOW MNOAMUCHIO (aHanorom
cobcTBeHHOpy4YHoM noanvcy KnvenTta) B Buge UID, npuceoeHHoro paboyen ctaHuumn QUIK.

Kb "OQHEPFTOTPAHCBAHK" (AO) Knuent




